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(54) Image scrambling method and apparatus therefor

(57) The present invention relates to an image

scrambling method and apparatus. The apparatus com-

prises a first dividing decoder for dividing the MPEG
encoded image data stream into a plurality of data seg-

ments (for example, macro blocks or slices); at least one
arrangement table recording arrangement information

to be used for arranging the data segments; an arrange-

ment circuit for arranging the data segments output

from the first dividing decoder in accordance with the

information recorded in the arrangement table to output

a scrambled image data stream; a second dividing

decoder for dividing the scrambled image data stream

into a plurality of data segments; at least one rearrange-

ment table recording rearrangement information to be

used for rearranging the data segments output from the

second dividing decoder; and a rearrangement circuit

for rearranging the data segments output from the sec-

ond dividing decoder in accordance with the rearrange-

ment information recorded in the rearrangement table.
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Description

BACKGROUND OF THE INVENTION

Field of the Invention 5

[0001 ] This invention relates to a method and appara-

tus for scrambling and unscrambling image data using

an MPEG encoding digital video system.

10

Background Art

[0002] In previous methods for scrambling MPEG
encoded images, the MPEG encoded video data are

scrambled by disassembling the data into bit units and is

reassembling the disassembled data using an algorithm

which has no relation to the MPEG encoded images
itself. Therefore, the image data scrambled by this

method becomes completely non-viewable/non-visible.

[0003] However, the MPEG decoding system does not 20

recognize the image data scrambled by the above

method as video data which are encoded by MPEG
standards, and the risk arises that the MPEG decoder
will malfunction or will be broken down when the scram-

bled data are input. 25

[0004] Furthermore, because the image data scram-

bled by the above method is completely non viewable

before the unscrambling of the data, even users having

permission to unscramble the scrambled data cannot

recognize whether the receiving data are the scrambled 30

video data or mere noise. Therefore, unless the sender

of the scrambled data informs the receiver that scram-

bled data are being transmitted, the receiver cannot

unscramble the transmitted data to see the original

image data. 35

[0005] In order to solve the above problems, in the

method for disassembling video data into bit units and
reassembling using an algorithm having no relation to

the MPEG encoded video data, it is effective to leave

part of the image data stream unscrambled, while 40

scrambling the remaining part. In this case, since the

partly scrambled data complies with the MPEG stand-

ards, a malfunction or the brake-down of the decoding

system can be avoided; furthermore, the receiver can
easily recognize that the receiving data is scrambled 45

image data.

[0006] However, because the above method leaves

part of the image data in a visible state, it is far from a
complete scrambling of the image data. Additionally, the

selection of the part to be visible should be entrusted to so

the copyright holder of the image data to be scrambled.

SUMMARY OF THE INVENTION

[0007] It is therefore an object of the present invention 55

to scramble an MPEG encoded image stream so that

the scrambled data stream will comply with MPEG
standards and an MPEG decoder will not malfunction or

be broken down when scrambled data are input. It is

another object of the present invention to scramble an
MPEG encoded image stream so that a user receiving

the scrambled data can distinguish the scrambled data

from mere noise. It is another object of the present

invention to enable the scrambling and unscrambling

with simple circuits and at a low cost.

[0008] In order to accomplish the above objects, the

image scrambling apparatus of the present invention

comprises:

a first dividing decoder for dividing an MPEG
encoded image data stream into a plurality of data

segments;

at least one arrangement table recording arrange-

ment information to be used for arranging the data

segments;

an arrangement circuit for arranging the data seg-

ments output from the first dividing decoder in

accordance with the information recorded in the

arrangement table to output a scrambled image

data stream;

a second dividing decoder for dividing the scram-

bled image data stream into a plurality of data seg-

ments;

at least one rearrangement table recording rear-

rangement information to be used for rearranging

the data segments output from the second dividing

decoder; and

a rearrangement circuit for rearranging the data

segments output from the second dividing decoder

in accordance with the rearrangement information

recorded in the rearrangement table.

[0009] The first dividing decoder, the arrangement

table, and the arrangement circuit may be included in a

transmitter, and the second dividing decoder, the rear-

rangement table, and the rearrangement circuit may be
included in a receiver. However, the present invention is

not limited to this construction, and all features may be
contained in an apparatus or a system.

[0010] According to this scrambling apparatus, the

scrambled image data consists of data segments each
of which complies with MPEG standards, and the

scrambled imaged data itself also complies with the

MPEG standards. Therefore, an MPEG decoder receiv-

ing the scrambled data will not malfunction or be broken

down.

[0011] Furthermore, although the scrambled image
data is non viewable, because the image replayed from

the scrambled image data visible, characteristic pattern

which is different from that replayed from mere noise,

users can easily distinguish the scrambled image data

2
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from mere noise. Additionally, digital processing for

dividing and arranging the image data stream is simple,

and it is possible to simplify the circuit for the scrambling

and unscrambling.

[0012] In the scrambling apparatus of the present

invention, the first and second dividing decoder may
divide the data stream into macro blocks or slices as the

data segments. As shown in Figure 7, an MPEG
encoded image data stream consists of a plurality of

slices, and each slice consists of a plurality of macro

blocks. In the general MPEG standards, each macro
block consists of 16 x 16 pixels; however, the macro
block to be used in the present invention is not limited to

this size.

[0013] By dividing an MPEG encoded image data

stream into a plurality of macro blocks and arranging the

macro blocks so that each macro block is positioned at

a position different from its original position in the data

stream, it becomes impossible for an MPEG decoder to

replay the image, even though the MPEG decoder will

not malfunction and will not be broken down. The same
effects can be obtained when dividing the image data

stream into slices.

[001 4] The scrambling apparatus of the present inven-

tion may comprise a table transmitter and a table

receiver. The table transmitter transmits the arrange-

ment information recorded in the arrangement table to

the table receiver, and the table receiver calculates the

rearrangement information from the arrangement infor-

mation and records the rearrangement information in

the rearrangement table. In this case, it is easy to use
various arrangement tables without complicated opera-

tions at the receiver side.

[0015] The scrambling apparatus may include a plu-

rality of arrangement tables respectively recording vari-

ous arrangement information different from each other

and having table numbers different from each other. In

this case, the table transmitter transmits to the table

receiver only the table number corresponding to the

arrangement table to be used. Next, the table receiver

calculates the rearrangement information from the

arrangement information recorded in the arrangement

table corresponding to the received table number, and
records the rearrangement information in the rearrange-

ment table.

[0016] Another aspect of the present invention is an

image scrambling method for scrambling an MPEG
encoded image data stream, and this method com-
prises the steps of:

providing an arrangement table recording arrange-

ment information to be used

dividing the MPEG encoded image data stream into

a plurality of data segments; and

arranging the data segments in accordance with

the information recorded in the arrangement table

to output a scrambled image data stream.

[0017] Another aspect of the present invention is an

image unscrambling method for unscrambling an image
5 data stream scrambled by the above scrambling

method, and this method comprises the steps of:

dividing the scrambled image data stream into a

plurality of data segments;

10 providing a rearrangement table recording rear-

rangement information to be used for rearranging

the data segments; and

rearranging the data segments in accordance with

the information recorded in the rearrangement table

is to output an unscrambled image data stream.

[0018] Another aspect of the present invention is a

computer-readable medium containing computer-read-

able instructions, and this medium comprises:

20

means for causing a computer to provide an

arrangement table recording arrangement informa-

tion to be used;

25 means for causing a computer to divide an MPEG
encoded image data stream into a plurality of data

segments; and

means for causing a computer to arrange the data

30 segments in accordance with the arrangement

information recorded in the arrangement table to

output a scrambled image data stream.

[0019] Another aspect of the present invention is a

35 computer-readable medium containing computer-read-

able instructions, and this medium comprises:

means for causing a computer to divide a scram-

bled image data stream into a plurality of data seg-

40 ments;

means for causing a computer to provide a rear-

rangement table recording rearrangement informa-

tion to be used for rearranging the data segments;

45 and

means for causing a computer to rearrange the

data segments in accordance with the rearrange-

ment information recorded in the rearrangement

so table to output an unscrambled image data stream.

[0020] Each of the above aspects of the invention can

accomplish the objects as described.

55
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BRIEF DESCRIPTION OF THE DRAWINGS

[0021]

Figure 1 is a block diagram of the image scrambling

apparatus according to the first embodiment of the

present invention.

Figure 2 is a block diagram of the image scrambling

apparatus according to the second embodiment of

the present invention.

Figure 3 is a block diagram of the image scrambling

apparatus according to the third embodiment of the

present invention.

Figure 4 is a block diagram of the image scrambling

apparatus according to the fourth embodiment of

the present invention.

Figure 5 illustrates an example of the original

MPEG image data stream and the scrambled data

stream scrambled by the first embodiment.

Figure 6 illustrates an example of the original

MPEG image data stream and the scrambled data

stream scrambled by the third embodiment.

Figure 7 illustrates the relation between a picture,

slices, and macro blocks in an MPEG encoded
image data stream.

Figure 8 illustrates an example of the original

MPEG image data stream and the scrambled data

stream scrambled by the first embodiment.

Figure 9 illustrates an example of the original

MPEG image data stream and the scrambled data

stream scrambled by the third embodiment.

Figures 10A, 10B, and 10C respectively illustrate

examples of the transmitting protocol which can be
employed in the present invention.

Figure 11 is a block diagram of an example of the

arrangement circuit which can be employed in the

first embodiment.

Figure 1 2 is a flowchart of the arrangement process

by the arrangement circuit shown in Figure 11.

Figure 13 is a flowchart of the rearrangement proc-

ess by the rearrangement circuit.

Figure 14 is a block diagram showing a system

which can be employed for the embodiments of the

present invention.

DETAILED DESCRIPTION OF THE PREFERRED'
EMBODIMENTS

[First Embodiment]
5

[0022] Figure 1 is a block diagram illustrating the best

mode of the first embodiment of the scrambling appara-

tus of the present invention, and this apparatus consists

of a transmitter (or a transmitting system) for scrambling

w an MPEG-encoded image data stream, and a receiver

(or a receiving system) for unscrambling the scrambled

image data stream.

[0023] The transmitter comprises an MPEG stream

decoder 100a as a first dividing decoder for dividing an
is MPEG encoded image data stream into a plurality of

data segments, an arrangement table 200 recording

arrangement information to be used for arranging the

data segments, and a macro block arrangement circuit

300a as an arrangement circuit for arranging the data

20 segments output from the MPEG stream decoder 100a

in accordance with the arrangement information

recorded in the arrangement table 200 to output a

scrambled image data stream.

[0024] The receiver comprises an MPEG stream

25 decoder 100b as a second dividing decoder for dividing

the scrambled image data stream into a plurality of data

segments, a rearrangement table 210 recording rear-

rangement information to be used for rearranging the

data segments output from the MPEG stream decoder

30 100b, a macro block rearrangement circuit 500b as a

rearrangement circuit for rearranging the data segments

output from the MPEG stream decoder 100b in accord-

ance with the rearrangement information recorded in

the rearrangement table 210, and an MPEG decoder

35 700 for decoding the rearranged MPEG image data

stream to reproduce the original image data.

[0025] In the transmitter of the present embodiment,

the MPEG stream decoder 100a receives, from an

MPEG encoded data source (not shown), an MPEG
40 encoded data stream produced by MPEG-encoding an

image data stream, detects the top position of each of

the macro blocks included in the MPEG encoded data

stream by decoding the data stream using a macro

block as a unit, and outputs timing signals so as to syn-

45 chronize with the data stream. The macro block

arrangement circuit 300a receives both the MPEG
encoded data stream and the timing signals, arranges

the data segments divided by the timing signal in

accordance with the arrangement information, for

so example, as shown in Figure 5, and outputs a scram-

bled image data stream. The bit length of each of the

macro blocks is not constant; however, in Figure 5, the

macro blocks are simply illustrated as if they have a con-

stant length.

55 [0026] Figure 8 illustrates an example of the arrange-

ment of the macro blocks. The macro blocks are

arranged in accordance with the arrangement informa-

tion, and are respectively positioned at a position (p t q)

4

BNSDOCID- <EP 094981 5A2J_>



7 EP 0 949 815 A2 8

different from their original position (x, y) in the image.

That is, the arrangement information is the information

regarding the relation between (x, y) and (p, q). When
an MPEG decoder having no unscrambling function

receives the above scrambled data stream, the MPEG 5

decoder reproduces confused images, and users can-

not use the images. However, because each of the

macro blocks contained in the scrambled data stream

complies with the MPEG standards, the scrambled data

stream does not adversely affect the MPEG decoder, 10

and it is possible to avoid the malfunction or failure of

the MPEG decoder.

[0027] Although the macro block arrangement circuit

300a of this embodiment performs the arrangement

processing for all pictures contained in the MPEG is

image data stream, it is also possible to perform the

arrangement processing for a selected part of the pic-

tures, for example, only one picture, contained in the

MPEG image data stream. Even in such a case, the

scrambling effects can be obtained. 20

[0028] The scrambled MPEG image data stream out-

put by the arrangement circuit 300a may be transmitted

directly to the MPEG stream decoder 100b, or may be
stored in a suitable recording medium such as a CD-
ROM, a DVD-ROM, a DVD-RAM, a memory, a floppy 25

disk, a hard disk, or a magnetic tape.

[0029] In the receiver of the present embodiment, the

MPEG stream decoder 100b receives the scrambled

image data which is transferred directly from the trans-

mitter or is read out from the data storing medium, the 30

MPEG stream decoder 100b detects the top position of

each of the macro blocks included in the scrambled data

stream by decoding the scrambled data stream using a

macro block as a unit, and outputs timing signals so as

to synchronize with the data stream. The macro block 35

rearrangement circuit 500a receives both the scrambled

data stream and the timing signals, rearranges the data

segments divided by the timing signal in accordance

with the rearrangement information to reproduce the

original MPEG image data stream. Furthermore, the 40

MPEG decoder circuit 700 receives the MPEG image

data stream output from the rearrangement circuit 500a,

and reproduces the visible image data on a display

device such as a display.

[0030] The details of the macro block rearrangement 45

circuit 300a will be explained referring to Figures 1 1 and
12. Figure 1 1 is a block diagram of the macro block rear-

rangement circuit 300a, and Figure 12 is a flowchart of

the process. In the following explanation, it is supposed
that, every time the macro block arrangement circuit so

300a finishes the arrangement of one frame of the

MPEG image data stream, the circuit 300a receives an
MPEG bit stream of the next frame.

[0031] As shown in Figure 11, the macro block

arrangement circuit 300a comprises; a stream memory 55

13 for storing an MPEG data stream output from the

MPEG stream decoder 100a; a bit counter for counting

the number of bits contained in each macro block after

initializing the bit number to 1 when receiving the timing

signal; a top-address/bit-number memory 12 for storing

both the top address of each macro block in the stream

memory 1 3 and the bit number of the same macro block

in the order of receiving the macro blocks; and a CPU
14 for data processing among the elements 12, 13, and

200, etc. It is also possible to use, instead of the CPU
14, a sequential controller (or processor) having the

same function as that of the CPU.

[0032] Next, referring to Figure 12, the function of the

macro block arrangement circuit 300a will be explained.

In step S1 of Figure 12, the macro block arrangement

circuit 300a initializes the bit number in the bit counter

11 to "1" when receiving from the MPEG stream

decoder 1 00a the timing signal corresponding to the top

position of the next macro block. Then, the bit counter

1 1 starts counting the bit number of the macro block in

the MPEG image data stream, and simultaneously, the

stream memory 13 starts storing the data of the same
macro block. When the stream memory 1 3 finishes stor-

ing all the data of the macro block, the top-address/bit-

number memory 12 stores the bit number of the macro
block and the top address (AD2) of the macro block in

the stream memory 13. The CPU 14 controls the writing

of the data into these memories while using, as triggers,

the timing signal indicating the top of the macro blocks.

[0033] In the next step S2, the CPU 14 determines

whether the stream memory 13 has stored all data of

one frame in the MPEG data stream, and if the decision

is "NO", the macro block arrangement circuit 300a will

repeat step S1 in order to perform the above process for

the next macro block in the MPEG data stream. If the

decision in step S2 is "YES", the macro block arrange-

ment circuit 300a will perform the next step S3.

[0034] In the S3, the CPU 14 reads out the arrange-

ment information stored in the arrangement table 200.

In the next step S4, the CPU 14 sequentially reads out

both the top address of each macro block stored in the

stream memory 13 and the bit number (length) of the

macro block, from the top-address/bit-number memory
12, in the order that the corresponding data in the

arrangement information were read out from the

arrangement table 200.

[0035] In the next steps S5 and S6, the CPU 14 pro-

duces readout addresses (AD3) of the stream memory
1 3 based on the top addresses and the bit lengths of the

macro blocks, and sequentially outputs the data of the

macro blocks from the stream memory 1 3 in the order

specified by the readout addresses (AD3). In the next

step S7, the CPU 1 4 decides whether the all data is out-

put from the stream memory 13, and if the decision is

"YES", the arrangement process for one frame is fin-

ished. If the decision is "NO", the steps S3-S6 are

repeated until the decision becomes "YES".

[0036] Next, the macro block rearrangement circuit

500a shown in Figure 1 will be explained. The rear-

rangement circuit 500a comprises the same hardware

as that of the arrangement circuit 300a except that the

5
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rearrangement table 210 (Figure 1) is used instead of

the arrangement table 200; therefore, the overlapping

explanations are omitted.

[0037] Figure 13 is a flowchart of the function of the

rearrangement circuit 500a. In step S11 of Figure 13, 5

the macro block rearrangement circuit 500a initializes

the bit number in the bit counter 1 1 to "1
" when receiv-

ing from the MPEG stream decoder 100b (Figure 1) the

timing signal corresponding to the top position of the

next macro block. Then, the bit counter 1 1 starts count- 10

ing the bit number of the macro block in the scrambled

image data stream, and simultaneously, the stream

memory 13 starts storing the data of the same macro
block. When the stream memory 1 3 finishes storing all

the data of the macro block, the top-address/bit-number 15

memory 1 2 stores the bit number and the top address

(AD2) of the macro block. The CPU 14 controls the writ-

ing of the data into these memories while using, as trig-

gers, the timing signal indicating the top of the macro
blocks. 20

[0038] In the next step S12, the CPU 14 determines

whether the stream memory 13 has stored all the data

of one frame in the scrambled data stream, and if the

decision is "NO", the rearrangement circuit 500a will

repeat step S1 1 in order to perform the above process 25

for the next macro block in the scrambled data stream. If

the decision in step Si 2 is "YES", the macro block rear-

rangement circuit 500a will perform the next step S13.

[0039] In step S13, the CPU 14 reads out the rear-

rangement information stored in the rearrangement 30

table 210. In the next step S14, the CPU 1 4 sequentially

reads out both the top address and the bit number of the

macro blocks, from the top-address/bit-number memory
12, in the order in which the corresponding data in the

rearrangement information was read out from the rear- 35

rangement table 210.

[0040] In the next steps S1 5 and S1 6, the CPU 1 4 pro-

duces readout addresses (AD3) of the stream memory
1 3 based on the top addresses and the bit lengths of the

macro blocks, and sequentially outputs the data of the 40

macro blocks from the stream memory 1 3 in the order

specified by the readout addresses (AD3). In the next

step S17, the CPU 14 decides whether the all data is

output from the stream memory 1 3, and if the decision

is "YES", the rearrangement process for one frame is 45

finished. If the decision is "NO", the steps S13-S16 are

repeated until the decision becomes "YES".

[Second Embodiment]

50

[0041 ] The second embodiment of the present inven-

tion will be explained referring to Figures 2 and 1 0A-

IOC. As shown in Figure 2, the second embodiment
comprises, in addition to all the features of the first

embodiment shown in Figure 1 , a table transmitter 400 55

for transmitting to the receiver side the arrangement

information stored in the arrangement table 200, and a

table receiver 600 for receiving the arrangement infor-

mation, composing the rearrangement information from

the received arrangement information, and storing .the

rearrangement information in the rearrangement table

210.

[0042] In this embodiment, the macro block arrange-

ment circuit 300a outputs a scrambled MPEG image

data stream as in the first embodiment. Then, the table

transmitter 400 transmits the arrangement information,

which is used for the scrambling, to the table receiver

600. The arrangement information may be transmitted

together with the scrambled data stream, or it may be

transmitted separately from the scrambled data stream.

The table receiver 600 receives the arrangement infor-

mation, calculates the rearrangement information from

the arrangement information, and stores the rearrange-

ment information in the rearrangement table 210. In this

embodiment, because it is not necessary to use fixed

rearrangement information, the degree of freedom of

the scrambling process can be improved.

[0043] After the rearrangement information is stored in

the rearrangement table 210, as in the first embodi-

ment, the macro block rearrangement circuit 500a
receives the macro blocks divided by the MPEG stream

decoder 100b, and rearranges the macro blocks

according to the rearrangement information so as to

output the unscrambled MPEG image data stream.

Then, the MPEG decoder 700 reproduces the original

image in a visible manner.

[0044] Figures 10A-10C respectively illustrate proto-

cols which can be used between the table transmitter

400 and the table receiver 600.

[0045] In the first protocol shown in Figure 1 0A, prior

to transmitting the arrangement information, the table

transmitter 400 transmits a transmitter start code to the

table receiver 600. Then, the table receiver 600 trans-

mits an acknowledgment code to the table transmitter

400, and the table transmitter 400 starts transmitting the

arrangement information to the table receiver 600 after

receiving the acknowledgment code. The table receiver

600 develops data elements of the arrangement infor-

mation on the rearrangement table 210 to produce the

rearrangement information. It is also possible to com-
press or scramble the arrangement information before

transmitting to the table receiver 600.

[0046] In the second protocol shown in Figure 10B,

the table transmitter 400 and the table receiver 600
respectively store a common set of arrangement tables

respectively recording arrangement information differ-

ent from each other, and each of the arrangement

tables has a table number (or a table code), for exam-

ple, one of the numbers from "1
" to "K". In this case, the

table transmitter 400 may transmit only the table

number to the table receiver 600, instead of transmitting

all data in the arrangement table. Then, the table

receiver 600 selects the arrangement table having the

received table number, and unscrambles the scrambled

data stream using the selected arrangement table.

Therefore, in comparison with the protocol of Figure

6
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10A, th6 amount of data to be transmitted can be con-

siderably reduced.

[0047] In the next protocol shown in Figure 10C, the

table transmitter 400 outputs the arrangement informa-

tion in the arrangement table or the table number of the s

selected arrangement table, and superimposes the data

or the table number on the scrambled image data

stream. In this case, after once instructing the start of

the transmission, it is possible to transmit the arrange-

ment information together with the scrambled image 10

data stream. The superimposition method may be a

method using video blanking signals, a method using

MPEG system stream, or a method using electric water-

marks embedded in the data stream.

[0048] Although various transfer protocols can be 15

used in the present invention as stated above, it is pref-

erable to transmit only the table number instead of

transmitting the arrangement information or its com-
pressed (or scrambled) data, because the amount of

data can be reduced. Furthermore, if the arrangement 20

tables and their numbers are concealed, because third

parties cannot procure the rearrangement information

from the table number, it is difficult for the third parties to

unscramble the data stream.

25

[Third Embodiment]

[0049] Figure 3 is a block diagram of the third embod-
iment of the present invention. In this embodiment, the

MPEG image data stream is divided into slices, instead 30

of being divided into macro blocks, and is scrambled by

arranging the slices. A slice is a "macro block line"

which consists of a plurality of macro blocks arranged in

one line in a picture as shown in Figure 7.

[0050] This apparatus consists of a transmitter (or a 35

transmitting system) for scrambling an MPEG-encoded
image data stream, and a receiver (or a receiving sys-

tem) for unscrambling the scrambled image data

stream.

[0051] The transmitter comprises an MPEG stream 40

decoder 100c as a first dividing decoder for dividing an
MPEG encoded image data stream into a plurality of

macro block lines (= slices), an arrangement table 200
recording arrangement information to be used for

arranging the slices, and a slice arrangement circuit 45

300b as an arrangement circuit for arranging the slices

output from the MPEG stream decoder 100c in accord-

ance with the arrangement information recorded in the

arrangement table 200 to output a scrambled image

data stream. so

[0052] The receiver comprises an MPEG stream

decoder 100d as a second dividing decoder for dividing

the scrambled image data stream into a plurality of

slices, a rearrangement table 210 recording rearrange-

ment information to be used for rearranging the slices 55

output from the MPEG stream decoder 100d, a slice

rearrangement circuit 500b for rearranging the slices

output from the MPEG stream decoder 100d in accord-

ance with the rearrangement information recorded in

the rearrangement table 210, and an MPEG decoder

700 for decoding the rearranged MPEG image data

stream to reproduce the original image data.

[0053] In the transmitter of this embodiment, the

MPEG stream decoder 1 00c divides an MPEG encoded
image data stream into a plurality of slices as shown in

Figure 7, and the slice arrangement circuit 300b
arranges the slices in accordance with the arrangement

information recorded in the arrangement table 200 to

output a scrambled image data stream, as shown in Fig-

ure 9. In the receiver, the MPEG stream decoder 100d

divides again the scrambled image data stream into a
plurality of slices, the slice rearrangement circuit 500b
rearranges the slices in accordance with the rearrange-

ment information recorded in the rearrangement table

210, and the MPEG decoder 700 decodes the rear-

ranged MPEG image data stream to reproduce the orig-

inal image data. The other constructions are the same
as those of the first embodiment. That is, the slice

arrangement circuit 300b and the slice rearrangement

circuit 500b have the same functions as those of the

macro block arrangement circuit 300a and the macro
block rearrangement circuit 500a in the first embodi-

ment, except for using slices in place of macro blocks.

Therefore, duplicated explanations are omitted.

[0054] Figure 6 illustrates the original MPEG image

data stream and the scrambled image data stream. The
slices illustrated in Figure 6 have the same length as

each other; however, the actual bit lengths may be dif-

ferent from each other. Because the scrambled image
data stream consists of slices which satisfy the MPEG
standards, if the scrambled image data is input directly

into an MPEG decoder, there is no risk that the MPEG
decoder will malfunction or fail. Nonetheless the MPEG
decoder cannot replay the original image because of

the scrambling.

[Fourth Embodiment]

[0055] Figure 4 is a block diagram of the fourth

embodiment of the present invention, and this embodi-

ment comprises, in addition to the construction of the

third embodiment shown in Figure 3, a table transmitter

400 for transmitting to the receiver side the arrangement

information stored in the arrangement table 200, and a

table receiver 600 for receiving the arrangement infor-

mation, composing the rearrangement information from

the received arrangement information, and storing the

rearrangement information in the rearrangement table

210.

[0056] In this embodiment, the slice arrangement cir-

cuit 300b outputs a scrambled MPEG image data

stream as in the third embodiment. Then, the table

transmitter 400 transmits the arrangement information,

which is used for the scrambling, to the table receiver

600. The arrangement information may be transmitted

together with the scrambled data stream, or it may be

BNSDOCID: <EP 094981 5A2J_>
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transmitted as signals separate from the scrambled

data stream. The table receiver 600 receives the

arrangement information, calculates the rearrangement

information from the arrangement information, and stor-

ing the rearrangement information in the rearrangement 5

table 210. In this embodiment, because it is not neces-

sary to fix the rearrangement information, the degree of

freedom of the scrambling process can be improved in

comparison with the third embodiment.

[0057] After the rearrangement information is stored in 10

the rearrangement table 210. as in the third embodi-

ment, the slice rearrangement circuit 500b receives the

slices divided by the MPEG stream decoder 100c and

rearranges the slices in according to the rearrangement

information so as to output the unscrambled MPEG 15

image data stream. Furthermore, the MPEG decoder

700 reproduces the original image in a visible manner.

[0058] In this embodiment, it is possible to use the

protocols such as those explained referring to Figures

10A, 10B, and 10C. 20

[0059] Figure 14 illustrates an example of the block

diagram of the first and third embodiments in the case

where computers are used. This example comprises an

MPEG encoder 1000 for outputting an MPEG image

data stream, a computer 900 for receiving the MPEG 25

image data stream and performing the steps described

in the first and third embodiments, a program storage

medium 800 storing a program for performing the proc-

esses shown in Figures 12 and 13, a data storage

medium for storing the scrambled data output from the 30

transmitter (this may be the computer 900 or another

device), and an MPEG decoder 700 for reproducing the

original image data stream by decoding the MPEG
image data stream unscrambled by the computer 900.

The program storage medium 800 and the data storage 35

means 1100 may be a CD-ROM, a CDR, a DVD, a

floppy disk, a magnetic tape, a hard disk, or the like.

[0060] When this system is used as the transmitter of

the first or third embodiment, the computer 900 loads a

program for performing the processes shown in Figure 40

1 2 and the arrangement table information from the pro-

gram storage medium 800. Next, the computer 900

receives an MPEG encoded image data stream from

the MPEG encoder 1000, scrambles the MPEG image

data in accordance with the process shown in Figure 45

12, and outputs the scrambled image data stream to

store it in the data storage medium 1 100, for example a

CD-ROM.
[0061 ] When this system is used as the receiver of the

first or third embodiment, the computer 900 loads a pro- so

gram for performing the processes shown in Figure 13

and the rearrangement table information from the pro-

gram storage medium 800. Next, the computer 900
receives a scrambled image data stream from the data

storage medium 1100, unscrambles the scrambled 55

image data in accordance with the process shown in

Figure 13, and outputs the original MPEG image data

stream so as to replay it by the MPEG decoder 700.

Instead of loading the rearrangement information from

the program storage medium 800, it is also possible to

load the rearrangement information from the data stor-

age medium 1 100 or another source.

[0062] The system shown in Figure 1 4 can also be

used for the second and fourth embodiments of the

present invention. In these cases, the computer 900 fur-

ther comprises the functions of the table transmitter 400

and the table receiver 600. That is, the computer 900

stores the arrangement information in the data storage

medium 1 1 00 when storing the scrambled image data in

the data storage medium 1 100, and the computer 900
produces the rearrangement information using the

arrangement information stored in the data storage

medium 1 1 00 when replaying the scrambled image data

stream. Of course, it is also possible for the computer to

receive the arrangement information from other

sources.

Claims

1. An image scrambling apparatus for scrambling and
unscrambling of an MPEG encoded image data

stream, comprising:

a first dividing decoder for dividing the MPEG
encoded image data stream into a plurality of

data segments;

at least one arrangement table recording

arrangement information to be used for arrang-

ing the data segments;

an arrangement circuit for arranging the data

segments output from the first dividing decoder

in accordance with the information recorded in

the arrangement table to output a scrambled

image data stream;

a second dividing decoder for dividing the

scrambled image data stream into a plurality of

data segments;

at least one rearrangement table recording

rearrangement information to be used for rear-

ranging the data segments output from the sec-

ond dividing decoder; and

a rearrangement circuit for rearranging the data

segments output from the second dividing

decoder in accordance with the rearrangement

information recorded in the rearrangement

table.

2. The apparatus according to claim 1 , wherein the

first dividing decoder, the arrangement table, and

the arrangement circuit are included in a transmit-

ter, and the second dividing decoder, the rearrange-

ment table, and the rearrangement circuit are

included in a receiver.

3. The apparatus according to claim 1, wherein the

first and second dividing decoder divide the data

8
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stream into macro blocks corresponding to the data

segments.

4. The apparatus according to claim 1 , wherein the

first and second dividing decoder divide the data s

stream into slices corresponding to the data seg-

ments.

9. The method according to claim 7, wherein the data

stream is divided into slices corresponding to the

data segments.

10. An image unscrambling method for unscrambling

an image data stream scrambled by the method of

claim 7, comprising the steps of:

5. The apparatus according to claim 1, further com-
prising: w

a table transmitter for transmitting the arrange-

ment information recorded in the arrangement

table; and

a table receiver for receiving the arrangement is

information transmitted from the table transmit-

ter, calculating the rearrangement information

from the arrangement information, and record-

ing the rearrangement information in the rear-

rangement table. 20

dividing the scrambled image data stream into

a plurality of data segments;

providing a rearrangement table recording

rearrangement information to be used for rear-

ranging the data segments; and
rearranging the data segments in accordance

with the information recorded in the rearrange-

ment table to output an unscrambled image
data stream.

11. A computer-readable medium containing compu-
ter-readable instructions, comprising:

6. The apparatus according to claim 1, further com-
prising:

a plurality of the arrangement tables respec- 25

tively recording arrangement information differ-

ent from each other and having table numbers
different from each other;

a table transmitter for transmitting the table 30

number corresponding to the arrangement

table to be used; and

a table receiver for receiving the table number
transmitted from the table transmitter, catculat- 35

ing the rearrangement information from the

arrangement information recorded in the

arrangement table corresponding to the

received table number, and recording the rear-

rangement information in the rearrangement 40

table.

7. An image scrambling method for scrambling an
MPEG encoded image data stream, comprising the

steps of: 45

providing an arrangement table recording

arrangement information to be used;

dividing the MPEG encoded image data stream

into a plurality of data segments; and so

arranging the data segments in accordance

with the information recorded in the arrange-

ment table to output a scrambled image data

stream.

55

8. The method according to claim 7, wherein the data

stream is divided into macro blocks corresponding

to the data segments.

means for causing a computer to provide an
arrangement table recording arrangement

information to be used;

means for causing a computer to divide an
MPEG encoded image data stream into a plu-

rality of data segments; and
means for causing a computer to arrange the

data segments in accordance with the arrange-

ment information recorded in the arrangement

table to output a scrambled image data stream.

12. A computer-readable medium containing compu-
ter-readable instructions, comprising:

means for causing a computer to divide a

scrambled image data stream into a plurality of

data segments;

means for causing a computer to provide a

rearrangement table recording rearrangement

information to be used for rearranging the data

segments; and

means for causing a computer to rearrange the

data segments in accordance with the rear-

rangement information recorded in the rear-

rangement table to output an unscrambled

image data stream.

9

BNSDOCID: <EP 094981 5A2_I_>



EP0 949 815 A2

10

BNSDOCID: <EP 09498 15A2_I_>



EP 0 949 815 A2



EP0 949 815 A2

12

BNSDOCID: <EP 094981 5A2_l_>





EP 0 949 815 A2

IT)

• f-H

PL,

m
<
tr
o
CO
LU
CC
o
CO

00 c
2 =* MB

#(2n) CO c
2 =**=

CO CM
2 =*

MB
#(n-1)

MB #(2n-1) MB
#(2n)

MB #(2n-1)

CQ eg
MB

#(n+2)
MB

#(n-1)

CO T"

CO
MB

#(n+1)
RAMBLING

MB
#(n+2) il

SLICE HEADER SLICE HEADER

AFTER

SCI

SLICE HEADER SLICE HEADER

14

BNSDOCID: <EP 094981 5A2_1_>



EP0 949 815 A2

Fig.6

BEFORE SCRAMBLING

SLICE #1

SLICE #2

SLICE #m

AFTER SCRAMBLING

SLICE #m

SLICE #(m-8)

SLICE #5

BNSDOCID: <EP 094981 5A2_I_>

15



*
EP 0 949 815 A2

LU
O
_J
CO

o!
o
CO

o!
cc

<
uo

4fc

PL.

A
ceo
9°
^ CD

CD
00

CO
CO

00

in o>

cn

CO CO
o>

CO
00

CM CM
CD

CM
00

cd

O
>

o
CD

O
00

1X1

O<

LU
DC

h-O
Q.

O *
CC O LUoo z
^ CO

i-o

CO

16

BNSDOCID: <£P 094981SA2_I_»



EP0 949 815 A2

17

BNSDOCID: <£P 094981 5A2_L>



EP0 949 815 A2

18

BNSDOCID: <£P 094981 5A2„L>



EP 0 949 815 A2

TRANSMITTER 400 RECEIVER 600

Fig.lOA
TRANSMITTER
START CODE

ACKNOWLEDGE
CONFIRMATION

ACKNOWLEDGE

TABLE DATA

ACKNOWLEDGE
CONFIRMATION

ACKNOWLEDGE

TRANSMITTER 400

Fig. 10B

RECEIVER 600

ACKNOWLEDGE
CONFIRMATION

ACKNOWLEDGE ^_
CONFIRMATION

TRANSMITTER
START CODE

ACKNOWLEDGE

TABLE NUMBER

ACKNOWLEDGE

- SELECTION OF
SUITABLE TABLE
ACCORDING TO
TABLE NUMBER

TRANSMITTER 400

Fig. 10C

RECEIVER 600

ACKNOWLEDGE
CONFIRMATION

ACKNOWLEDGE
CONFIRMATION

TRANSMITTER
START CODE

ACKNOWLEDGE

MPEG DATA

ACKNOWLEDGE

SELECTION OF
TABLE BY

ANALYSIS OF
DATA

SUPERIMPOSED
IN IMAGES

19



EP 0 949 815 A2

&0
tin

t- CM COQ Q Q
< < <

BNSDOCID- <EP 094981 5A2_I_>

20



EP 0 949 815 A2

Fig. 12

C
ARRANGEMENT

START

I

S1

STORING OF STREAM DATA,
BIT LENGTH,

AND TOP ADDRESS

READING ARRANGEMENT
TABLE

i

i

S4

READING DATA STREAM
AND BIT LENGTH

S5

OUTPUT OF
SCRAMBLED STREAM

21

BNSDOCID: <EP 094981 SA2_I_>



EP0 949 815 A2

Fig. 13

f ARRANGEMENT^
V START J S11

STORING OF STREAM DATA,
BIT LENGTH,

AND TOP ADDRESS

I

S12

S13

READING
REARRANGEMENT TABLE

READING DATA STREAM
AND BIT LENGTH

OUTPUT OF
UNSCRAMBLED STREAM

S14

S15

S16

S17

22



EP0 949 815 A2

Fig. 14

1100

1000

DATA
STORAGE
MEDIUM

I

900
700

MPEG
ENCODER COMPUTER MPEG

DECODER

800
I

PROGRAM
STORAGE
MEDIUM

23

BNSDOCID: <EP 094981SA2_I_>



TH'S P46E BLANK wspto)



Europaisches Patentamt

European Patent Office

Office europeen des brevets

Date of publication A3:

10.05.2000 Bulletin 2000/19

(id EP 0 949 815 A3

EUROPEAN PATENT APPLICATION

(51) Int. CI.
7

: H04N 7/167

'(19)

(12)

(88)

(43) Date of publication A2:

13.10.1999 Bulletin 1999/41

(21) Application number: 99250106.4

(22) Date of filing: 08.04.1999

(84) Designated Contracting States:

AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU
MC NL PT SE
Designated Extension States:

AL LT LV MK RO SI

(30) Priority: 08.04.1998 JP 9579798

(71) Applicant: NEC CORPORATION
Tokyo (JP)

(54)

(57) The present invention relates to an image
scrambling method and apparatus. The apparatus com-
prises a first dividing decoder for dividing the MPEG
encoded image data stream into a plurality of data seg-

ments (for example, macro blocks or slices); at least one
arrangement table recording arrangement information

to be used for arranging the data segments; an arrange-

ment circuit for arranging the data segments output

from the first dividing decoder in accordance with the

information recorded in the arrangement table to output

(72) Inventor: Tanaka, Kazuyoshi

Minato-ku, Tokyo (JP)

(74) Representative:

Patentanwalte Wenzel & Kalkoff

Grubesallee 26

22143 Hamburg (DE)

a scrambled image data stream; a second dividing

decoder for dividing the scrambled image data stream

into a plurality of data segments; at least one rearrange-

ment table recording rearrangement information to be
used for rearranging the data segments output from the

second dividing decoder; and a rearrangement circuit

for rearranging the data segments output from the sec-

ond dividing decoder in accordance with the rearrange-

ment information recorded in the rearrangement table.

Image scrambling method and apparatus therefor

Fig. 1

100a

MPEG STREAM
DECODER

300a

MACRO BLOCK
ARRANGEMENT

CIRCUIT

100b 500a 700

MPEG STREAM
DECODER

MACRO BLOCK
REARRANGE-
MENT CIRCUIT

MPEG
DECODER

CO
<
in

CO

ay
o
CL
LU

ARRANGEMENT
TABLE

REARRANGE-
MENT TABLE

200 210

Printed by Xerox (UK) Business Services

2 16 7 (HRS)/3 6

BNSDOCID: <EP 094981 5A3J_>



EP 0 949 815 A3

J European Patent

Office
EUROPEAN SEARCH REPORT

Application Number

EP 99 25 0106*

DOCUMENTS CONSIDERED TO BE RELEVANT

Category
Citation of document with indication, where appropriate

of relevant passages
.

Relevant
to claim

CLASSIFICATION OF THE
APPLICATION (lnLCl.6)

X

Y

X

Y

EP G 613 301 A (NIPPON ELECTRIC CO)

31 August 1994 (1994-08-31)
* column 3, line 16 - line 24 *

* column 10, line 32 - line 38 *

* figure 1 *

US 5 321 748 A (ZEIDLER DAVID E ET AL)

14 June 1994 (1994-06-14)
* column 1, line 21-27 *

* column 6, line 59 - line 65 *

* column 14, line 15 - line 19 *

* figures 1,2 *

EP 0 674 440 A (NOKIA TECHNOLOGY GMBH)

27 September 1995 (1995-09-27)
* column 2, line 37 - line 42 *

* column 7, line 51 - line 52 *

* figure 5 *

EP 0 641 130 A (MATSUSHITA ELECTRIC IND CO

LTD) 1 March 1995 (1995-03-01)
* column 6, line 48 - column 7, line 2

*

1-3,7,8,
10

4,5,9

11,12

4,5,9

H04N7/167

1-12

1-12
TECHNICAL FIELDS
SEARCHED (lnt.CL6)

H04N

The present search report has been drawn up for all claims

Place cA search

THE HAGUE

Date ol corrpletton of the search

20 March 2000 Tito Martins, J

CATEGORY OF CITED DOCUMENTS

X : particularly relevant if taken alone

Y : particularly relevant if oombined with another

document of the same category

A : technological background
O : non-written disclosure

P : intermediate document

T : theory or principle underlying the invention

E : earlier patent document, but published on, or

after the filing date

D : document cited in the application

L : document cited for other reasons

& : member of the same patent family, corresponding

document

BNSDOClD: <EP 094981 5A3J_>



4

*
EP0 949 815 A3

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP 99 25 0106

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.

The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information.

20-03-2000

Patent document
cited in search report

Publication

date
Patent family

member(s)
Publication

date

EP 0613301 A 31-08-1994 jp 2827790 B 25-11-1998
jp 6253260 A 09-09-1994
us 5510904 A 23-04-1996

US 5321748 A 14-06-1994 NONE

EP 0674440 A 27-09-1995 FI 941316 A 22-09-1995
DE 69509697 D 24-06-1999
DE 69509697 T 11-11-1999

EP 0641130 A 01-03-1995 JP 7067096 A 10-03-1995
JP 7135648 A 23-05-1995
CN 1112340 A 22-11-1995
US 5515437 A 07-05-1996

o
u3 For more details about this annex : see Official Journal of the European Patent Office, No. 12/82

3

BNSDOC ID: <EP 09498 1 5A3_l_>



mmmm bimkmm


